National Barrier Mitigation Programme

Data Processing Agreement

with XX Ltd

File Reference: NBMP_ XX XX XX.XXX.AGR
Issue: D01 | Date: XX/XX/2026



Document Verification Sheet

Project Title: Data Processing Agreement
Document Title: with XX Ltd
File Reference: NBMP_XX. XX XX.XXX.AGR
Date: XX/XX/2026

Issue No.: DO1
Revision | Date Description 'I:\(;Ir(:}aye ?n eI_n:f:ne Weir Removal Data Processing

Prepared by Checked by Approved by
D01 XXIXX/2026

P Glynn
Revision | Date Description

Prepared by Checked by Approved by
Revision | Date Description

Prepared by Checked by Approved by
Revision | Date Description

Prepared by Checked by Approved by
Revision | Date Description

Prepared by Checked by Approved by
Revision | Date Description

Prepared by Checked by Approved by
Revision | Date Description

Prepared by Checked by Approved by

File Reference: NBMP_XX. XX XX.XXX.AGR

Issue: DO1 | Date: XX/XX/2026




Contents

=T o | - |
AGrEeEMENL ... —————————————————
OBLIGATIONS OF THE DATA CONTROLLER.......ccccoiririiinnnnrree e
OBLIGATIONS OF THE DATA PROCESSOR.......ccoooiimrriiinssnesnn e
1€ I N U
DATA SUBJECT RIGHTS ... s
INDEMNITIES ...
USE OF GENERATIVE Al SOLUTIONS........coiiemrrrr s
GOVERNING LAW . ... s e

N o 0 A WO DN -

File Reference: NBMP_XX. XX XX.XXX.AGR
Issue: DO1 | Date: XX/XX/2026 ii



THIS Data Processing Agreement ("Agreement") is made the 23" day of May 2026 between:

1. Inland Fisheries Ireland — the State agency responsible for the conservation, protection,
management, marketing, development and improvement of the State’s inland fisheries and
sea-angling resources. Established at 3044 Lake Drive, Citywest Business Campus,
Citywest, Dublin D24 CK66 — “the Data Controller”;

and

2. XXX Ltd — Established at Address (include phone no/email) — “the Data Processor”.

Recitals

(A) Under Data-Protection legislation a written agreement must exist between a Data
Controller and any organisation that processes personal data on its behalf. This

(B) Agreement fulfils that obligation.

(C) The Data Controller is engaging the Data Processor to provide the following
data-management services — “the Services”:

e Processing data that belongs to private barrier landowners and public bodies.

e Landownership information storage and processing

e Public Consultation engagement response storage and processing

The subject-matter and the nature of the processing will include:

e Viewing of private barrier landowners and public bodies employee names,
addresses, e-mails and phone numbers for the purposes of a barrier mitigation
project.

e Viewing data, reports and drawings from Inland Fisheries Ireland.

(D) The Data Processor agrees to process the personal data strictly within the defined
length of time agreed between the Data Controller and the Data Processor. This length
of time will be from the 15t May 2026 to the end of the contract period.

(E) The Data Controller and the Data Processor have agreed that the type(s) of personal
data being processed will be:

e |dentity data — First names, Last Name

e Contact Data — Address, email address, telephone number, relationships with
other stakeholders.

(F) The Data Controller shall authorise the Data Processor to process the data in any
manner that may reasonably be required in order for the Data Processor to carry out
the processing in compliance with this Data Processor Agreement.
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(G) The Data Controller shall refrain from providing instructions which are not in

accordance with applicable laws and, in the event that such instructions are given, the
Data Processor is entitled to resist carrying out such instructions.

(H) The parties now wish to enter into this Agreement in order to regulate the provision,

(1)

use and processing of Personal Data which the Data Processor will be processing on
behalf of the Data Controller.

The terms referred to in this Agreement will be used as they are used in applicable laws
or, if not inconsistent with these laws, in accepted general principles and practices.
Specifically, the terms “Data Controller”, “Data Processor”, “Data Subject”, “Personal
Data”, “Sensitive Personal Data” and “Processing” shall be defined as by applicable
data protection legislation. ‘Data Protection Legislation’ means all applicable data
protection law including, the Data Protection Acts 1988 to 2018 (as amended or
replaced), the Privacy and Electronic Communication (EC Directive) Regulations 2003
(as may be amended or replaced from time to time) and the General Data Protection

Regulation (Regulation (EU) 2016/679) (the “GDPR”)

Agreement

This Agreement shall continue in full force for the duration stated, unless terminated for
breach by either party.

1 OBLIGATIONS OF THE DATA CONTROLLER

1.1.

1.2.

The Data Controller shall authorise the Data Processor to process the Personal Data in
any manner that may reasonably be required in order to provide the Services.

The instructions given by the Data Controller to the Data Processor in respect of the
Personal Data shall at all times be in accordance with the laws of Ireland.

2 OBLIGATIONS OF THE DATA PROCESSOR

2.1.

2.2.

2.3.

In discharging its obligations under this Agreement, the Data Processor must comply
with all applicable law, in particular the General Data Protection Regulation (GDPR) and
the Data Protection Act 1988 to 2018. In particular, the Data Processor will ensure that
all necessary logging, registrations and notifications are made and will cooperate with
the Data Controller in relation to evidential matters, amendments or alterations.

The Data Processor undertakes that they shall only process the personal data on
documented instructions from the Data Controller, including with regard to transfers of
Personal Data to a third country or an international organisation, unless required to do
so by applicable law to which the Data Processor is subject.

In such a case, the Data Processor undertakes to inform the Data Controller of that legal
requirement before processing takes place, unless that law prohibits such information
on important grounds of public interest.

“Third country” or “international organisation” in this context means a destination outside
the European Economic Area.

The Data Processor will process the Personal Data for the following purposes only:
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¢ Viewing of private barrier landowners and public bodies employee names,
addresses, e mails and phone numbers for the purposes of a barrier mitigation
project.

Landownership research and engagement.

Stakeholder engagement.

Public Consultation management and engagement

General project development only to the extent necessary to successfully
advance the project

2.4. The Data Processor agrees to execute its obligations in this contract using the following
processes:
e Store and process data in secure locations with access restricted to authorised
staff only. SharePoint Links to be time bound.
¢ Not copy down or retain any data on their personal IT equipment.

2.5. The Data Processor will treat the personal data and any other information provided by
the Data Controller as confidential and will ensure that access to the personal data is
limited only to authorised persons who require to access it for the purposes defined in
this Agreement.

The Data Processor will ensure that persons authorised to process the personal data
have committed themselves to confidentiality or are under an appropriate statutory
obligation of confidentiality. In this context, the Data Processor will ensure that all such
authorised persons have undergone the required training to discharge the obligation to
uphold confidentiality as required by applicable laws.

The Data Processor will not disclose any Personal Data to a third party in any
circumstances other than at the specific written request of the Data Controller, unless
such disclosure is necessary in order to deliver the Services, or is required by applicable
legislation.

2.6. The Data Processor undertakes to implement the appropriate organisational and
technological measures in such a manner that meet the requirements of applicable
law, in particular relevant data protection legislation, in order to fulfil its own
obligations and to ensure the protection of the rights of the Data Subjects.

2.7. The Data Processor will not transfer the Personal Data to a destination outside the
European Economic Area (EEA), other than at the specific written request of the Data
Controller, unless the transfer is required by law

2.8. The Data Processor shall not engage another processor without the prior specific
written authorisation of the Data Controller.

Where engaging a sub-contractor on agreement from the Data Controller, the Data
Processor will obtain guarantees from such other processor that they will implement
organisational, operational and technological processes and procedures in
compliance with the principles of appropriate standards and all applicable laws and
will use such principles and laws as the basis for discharging his obligations in this
regard.

In the event that any sub-processor fails to meet its data protection obligations, the
Data Processor shall remain fully liable to the Data Controller for the performance of
the sub-processor’s obligations.
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2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

The Data Processor will implement appropriate technical and organisational measures
to ensure a level of security appropriate to identified risks, including inter alia:
¢ the pseudonymisation and encryption of personal data,

o the ability to ensure the ongoing confidentiality, integrity, availability and
resilience of processing systems and services,

o the ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident,

e processes for regularly testing, assessing and evaluating the effectiveness of
technical and organisational measures for ensuring the security of processing,

e Appropriate physical and technical security policies and measures in place
around personal data,

e Appropriate staff training in place around the use of personal data.

In assessing the appropriate level of security, the Data Processor will implement all
reasonable measures to keep the personal data safe from accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to personal data
transmitted, stored or otherwise processed.

The Data Processor will notify the Data Controller as soon as possible once
becoming aware of a Personal Data breach. The Data Processor will cooperate with
the Data Controller in implementing any appropriate action concerning the breach,
including corrective actions, unless such action is contrary to applicable law.

In the event that the Data Processor receives a complaint, notice or
communication which relates directly or indirectly to the processing of the data or other
connected activities or which relates directly or indirectly to the compliance of the Data
Processor, the Data Controller or other involved parties with relevant laws and relevant
data protection legislation, the Data Processor will immediately bring this complaint,
notice or communication to the attention of the Data Controller.

The Data Processor will assist the Data Controller to delete or return all the
personal data to the Data Controller after the end of the provision of services relating
to processing, and deletes existing copies available unless the instruction of the Data
Controller conflicts with applicable legislation on the continued retention and storage of
such data.

The Data Processor shall not delete or return to the Data Controller any data
without the prior written notification for same, allowing the Data Controller reasonable
time to object to such deletion or return, even upon the termination, discharge or
conclusion of this agreement or the processing activity, as the case may be.

Without prejudice to other legal provisions concerning the data subject’s right
to compensation and liability of the parties generally, as well as legal provisions
concerning fines and penalties, the Data Processor will carry full liability in the instance
where they are found to have infringed applicable laws, including data protection
regulations, by determining the purposes and means of processing.

3 RIGHT OF AUDIT

3.1.

The Data Processor will allow for and contribute to audits, including inspections, which
may be carried out by the Data Controller or another auditor mandated by the Data
Controller.
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3.2.

3.3.

3.4.

3.5.

In the event that the Data Processor forms the opinion that the instruction of the Data
Controller infringes applicable law, he/they will immediately inform the Data Controller.

The Data Controller is entitled to carry out compliance and information security audits
with notice of 5 working days (during business hours) in order to satisfy itself that the
Data Processor is adhering to the terms of this agreement.

The Data Controller may make a written request, or request in the course of an audit
or inspection, a copy of all data and data-related activity logs, data protection policy’s
and procedures from the Data Processor and such information shall be provided by the
Data Processor without unreasonable delay in the format and on media as reasonably
specified by the Data Controller.

Where a sub-contractor has been engaged, the Data Processor agrees that the Data
Controller may also, upon giving reasonable notice and within normal business hours,
carry out similar compliance and information security audits and checks of the sub-
contractor to ensure adherence to the terms of this agreement.

4 DATA SUBJECT RIGHTS

4.1. The Data Processor will assist the Data Controller, whenever reasonably required, in so

4.2.

4.3.

far as possible, to fulfil the Data Controller's obligation to respond to requests for
exercising the Data Subject’s rights as provided by relevant legislation.

In doing so, both the Data Controller and the Data Processor will take into account the
nature of the processing and the appropriate technical and organisational measures,
which have been implemented.

The Data Processor will assist the Data Controller in ensuring compliance with its legal
obligations as provided by applicable legislation, in particular data protection
legislation, concerning the security of processing, the notification requirements to
relevant authorities, the requirement to communicate Personal Data breaches to the
data subject, the requirement to carry out data protection impact assessments and the
requirement to consult with relevant authorities concerning high-risk processing prior
to carrying out such processing. In discharging this obligation, the Data Processor may
have regard to the nature of the processing and the information available to him.

The Data Processor will make all the information necessary to demonstrate compliance
with the obligations by applicable law, in particular applicable data protection
legislation.

The Data Subject is hereby entitled to enforce the terms and conditions of this
Agreement as a third-party beneficiary.

5 [INDEMNITIES
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5.1 The Data Processor shall indemnify Inland Fisheries Ireland against all claims,
liabilities, costs, expenses, damages and losses (including but not limited to any direct,
indirect or consequential losses, loss of profit, loss of reputation and all interest,
penalties and legal costs (calculated on a full indemnity basis) and all other reasonable
professional costs and expenses) suffered or incurred by Inland Fisheries Ireland
arising out of or in connection with the Processing of Inland Fisheries Irelands data by
the Data Processor, its employees or agents in breach of this Agreement, contrary to
the instructions of Inland Fisheries Ireland or in contravention of Data Protection Laws
(including but not limited to claims by Data Subjects relating to loss of control over
Inland Fisheries Ireland Data or limitation of rights, discrimination, financial loss,
damage to reputation, loss of confidentiality of Inland Fisheries Ireland Data and any
other significant economic or social disadvantage).

6 USE OF GENERATIVE Al SOLUTIONS

6.1 The Data Processor will not (and will procure that its employees, contractors, and agents
(Supplier Personnel) do not) throughout the term of the Agreement and thereafter, input
or use any Customer Data into any Generative Al Solutions used in the provision of the
Services, whether via the input or use of such data as training data or in any instruction,
prompt, question, request or otherwise, without the prior written consent of the Customer,
which is at the absolute discretion of the Customer.

7 GOVERNING LAW

7.1 This Agreement shall be governed by and construed in accordance with Irish law
and each party hereby submits to the non-exclusive jurisdiction of the Irish courts.

on behalf of Processor Name - the Data Processor
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